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When Analytics Works

• Modern AI works by finding 
patterns in data

• Many criticisms point to ways this
can be done incorrectly

• But even when correctly
implemented and applied, ethical
issues arise

https://www.holistics.io/books/setup-
analytics/a-modern-analytics-stack/

https://www.holistics.io/books/setup-analytics/a-modern-analytics-stack/


Surveillance

• Analytics needs – and is very good at – surveillance

• Once surveillance becomes normal, its use expands

• When it expands, it can impact our rights and freedoms

https://www.microfocus.com/en-us/products/surveillance-analytics/overview

https://www.microfocus.com/en-us/products/surveillance-analytics/overview


Tracking

“It is one thing to be seen 
in public. It is another to 
be tracked by the state.” 
(Cavoukian, 2013) The 
same could be said about 
tracking by advertising 
agencies, bill collectors, 
competitors, and stalkers. 

https://www.forbes.com/sites/bernardmarr/2020/10/07/smartphone-tracking-data-and-artificial-intelligence-
turn-peoples-movements-into-detailed-insights-and-profits/

https://www.forbes.com/sites/bernardmarr/2020/10/07/smartphone-tracking-data-and-artificial-intelligence-turn-peoples-movements-into-detailed-insights-and-profits/


Anonymity

Arguably, anonymity helps support 
the fundamental rights of privacy and 
freedom of expression. Many 
applications of analytics reduce or 
eliminate anonymity: 

• it makes it difficult to be anonymous

• analytics arguably creates a social 
need to eliminate anonymity. 

https://www.article19.org/resources/report-the-right-to-online-anonymity/

https://www.article19.org/resources/report-the-right-to-online-anonymity/


Facial Recognition

“What if a stranger 
could snap your picture 
on the sidewalk then 
use an app to quickly 
discover your name, 
address and other 
details? A startup called 
Clearview AI has made 
that possible.” (Moyer, 
2020) https://archive.md/ke23d

https://archive.md/ke23d


Privacy Generally

“Personal privacy is about more than secrecy and confidentiality. P
rivacy is about being left alone by the state and not being liable to 
be called to account for anything and everything one does, says or 
thinks” (Cavoukian, 2013:18).

https://www.ugdsb.ca/wes
twood/2019/10/21/creatin
g-a-culture-of-privacy/

https://www.ugdsb.ca/westwood/2019/10/21/creating-a-culture-of-privacy/


Privacy Failures

Classes of Failure:

• when the company in 
question breaches what 
is normally considered to 
be the ethical acquisition 
of data

• when the collection of 
data collection itself is of 
questionable ethical 
value.

https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-
number-of-breaches-and-records-exposed/

https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/


Assessment Issues

• People prefer to be assessed by a human

• AI assessments can be made on predictive data

• Institutions use predictive data to minimize risk

“Institutions can then treat ‘high risk’ individuals differently, with the 
aim of ensuring they do not end up counting as negative statistics for 
completion.” (Scholes, 2016)

https://www.naceweb.org/career-development/trends-and-
predictions/predicting-employment-through-machine-learning/

https://www.naceweb.org/career-development/trends-and-predictions/predicting-employment-through-machine-learning/


Lack of Discretion

Humans may make 
exceptions to the rules 
in view of extenuating 
circumstances, but 
machines lack a similar 
discretion.

This creates a need for
human oversight of AI. 
But this can become an 
“empty procedural 
shell”. https://journals.sagepub.com/doi/full/10.1177/1023263X20978649

https://www.pinterest.ca/hescowler/dog-ate-my-homework/

https://journals.sagepub.com/doi/full/10.1177/1023263X20978649
https://www.pinterest.ca/hescowler/dog-ate-my-homework/


Lack of Appeal

There is widespread aversion to being 
subject to decisions made by machines 
without possibility of appeal. 

https://www.researchgate.net/fig
ure/Society-in-the-Loop-SITL-
Human-in-the-Loop-HITL-Social-
Contract-Top-In-a-
HITL_fig4_318671145

https://www.researchgate.net/figure/Society-in-the-Loop-SITL-Human-in-the-Loop-HITL-Social-Contract-Top-In-a-HITL_fig4_318671145


Content Manipulation

Technologies like 
Deepfakes are “a 
looming challenge for 
privacy, democracy and 
national security.”

https://www.gao.gov/products/gao-20-
379sp

https://www.gao.gov/products/gao-20-379sp


Manipulation of the User

“Artificial intelligence–driven social bots that are now sending you car 
or skin care advertisements could start chatting with you—actually, 
experimenting on you—to test what content will elicit the strongest 
reactions.” (Paul and Posard, 2020).

https://www.allerin.com/blo
g/ai-can-manipulate-your-
emotions-now

https://www.allerin.com/blog/ai-can-manipulate-your-emotions-now


Microtargeting
“Researchers have begun using 
a hyper-segmentation method 
called microtargeting, which 
employs ‘markets-of-one’ or 
‘one-to-one marketing’ 
principles, to improve the 
efficacy of conservation 
initiatives.”

https://www.researchgate.net/publicati
on/331878136_Microtargeting_for_con
servation

https://www.researchgate.net/publication/331878136_Microtargeting_for_conservation


Discrimination

The point of a lot of AI 
analysis is to treat people 
differently. That can 
become problematic.

• Adjusting insurance
rates

• Race-based marketing

• Tailored propaganda
http://www.herinst.org/BusinessManagedDemocracy/
culture/socialmedia/target.html



Fear and Anxiety

The result of the use of 
analytics may be fear 
and panic.

E.g. The use of FitBit
may cause users to 
worry about exercise, 
undermining their sense 
of self-agency and 
autonomy.

https://fherehab.com/learning/pitfalls-of-fitbits/

https://fherehab.com/learning/pitfalls-of-fitbits/

